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Χ ǘƘǊƻǳƎƘ detection and 
analysisof patterns in 
password creation factors to 
reduce runtime and increase 
success rate.



Password analysis tools
ÅLength and Character-Set
ÅMask Patterns
ÅPolicy Patterns
ÅWord Mangling Rules (new!)

Helps craft pattern-based attacks 
against password lists

Uses Hashcatmasks and rules format.

https://thesprawl.org/projects/pack
http://github.com/iphelix/PACK

https://thesprawl.org/projects/pack
http://github.com/iphelix/PACK


Source Date Count Cracked Notes

PhpBB** January 2009 184,389 97%* MD5 Encrypted

RockYou** December2009 14,344,391 100% Clear-text

Gawker*** December 2010 1,084,394 92%* DES Encrypted

Stratfor*** December 2011 804,041 93%* MD5 Encrypted

LinkedIn*** June2012 5,374,200 94%* SHA1 Encrypted

eHarmony*** June 2012 1,475,738 97%* MD5 Encrypted

Gamigo*** July 2012 6,306,186 90%* MD5 Encrypted

Note:
*     Important: all statistics will be generated relative to the percentage cracked
** http:// www.skullsecurity.org/wiki/index.php/Passwords
*** http:// www.adeptus-mechanicus.com/codex/hashpass/hashpass.php



Hash Type Performance*

NTLM 7501M c/s

MD5 5470M c/s

SHA1 2136M c/s

SHA256 1012M c/s

SHA512 76M c/s

oclHashcat-plus AMD Radeon 7970

* http://hashcat.net/oclhashcat-plus/
* http ://golubev.com/gpuest.htm





$ python statsgen.py rockyou.txt

[*] Analyzing passwords: rockyou.txt

[+] Analyzing 100% (14344391/14344391) passwords

[*] Length Statistics...

[+]                  8: 20% (2966004)

[+]                  7: 17% (2506264)

[+]                  9: 15% (2191000)

[+]                 10: 14% (2013690)

[+]                  6: 13% (1947858)

[+]                 11: 06% (865973)

[+]                 12: 03% (555333)

[+]                 13: 02% (364169)

[+]                  5: 01% (259174)

[+]                 14: 01% (248514)

[+]                 15: 01% (161181)

...



0.0% 0.0% 0.0% 0.0% 1.0% 13.0% 17.0% 20.0% 15.0% 14.0% 6.0% 3.0% 2.0% 1.0% 1.0%0.0% 0.0% 0.0% 0.0% 3.0%

17.0% 19.0% 17.0%
14.0% 13.0%

6.0% 4.0% 2.0% 1.0% 0.0%0.0% 0.0% 0.0% 0.0% 0.0%

6.0% 6.0%
20.0%

12.0%
44.0%

4.0% 2.0% 1.0% 0.0% 0.0%0.0% 0.0% 0.0% 1.0% 2.0%

17.0% 14.0%

63.0%

0.0%

0.0%

0.0%
0.0% 0.0% 0.0% 0.0%0.0% 0.0% 0.0% 0.0% 0.0%

10.0% 11.0%

31.0%

17.0%

12.0%

6.0%
4.0% 2.0% 1.0% 0.0%0.0% 0.0% 0.0% 2.0% 4.0%

22.0% 17.0%

30.0%

10.0%

6.0%

2.0%
1.0%

0.0% 0.0% 0.0%0.0% 0.0% 0.0% 0.0%
0.0%

4.0% 3.0%

80.0%

2.0%

1.0%

0.0%
0.0%

0.0% 0.0% 0.0%

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

RockYou eHarmony Gamigo Gawker LinkedIn PhpBB Stratfor


